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INTRODUCTION

This manual describes how to update the firmware of your NVE and IPC series. There exist 2
types of firmware version for NVE and IPC series, ‘non-protected firmware-K5XX' and
‘protected firmware-K6XX. The required steps for each are different according to the firmware
type your device has currently. Read this document carefully and follow the instructions we
provide.

Just to be brief about the difference between 2 types of firmware,

e K6XX is a version of ‘protected firmware’. The firmware files to be uploaded on the
unit are encrypted by the ‘company key’, which is also called as ‘Vender ID’. The
purpose of the encryption is to prevent the files from hacking by 3 party.

e K5XX is a version of ‘non-protected firmware’ and it doesn’t include the encryption
process internally.

Because of this significant change of firmware type in our development, different way of
updating should be applied to the units according to your current firmware.

Now, you can start with ‘Step1. Checking current version.’
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Step 1. Checking current version

Follow the steps below in order to check the current version of firmware.

Before beginning of steps, make sure if the power is being supplied to the unit and connected

to the LAN properly.

1. Runthe IPAdminTool.exe in the provided package folder.
2. Then, you might see that your NVE or IPC is scanned automatically on the list as below.

If you have multiple NVE or IPC units on the network, all of them will be listed.

B ipAdminTool Ver2.0.8 CEK
File Setup System Mode
[ IP Setup ] [Firmware Update] [ Rebaot ] | [ Device Info ] | [ Refresh ]
Selected Device : [IPC1100{192.168.69.72) f_Ew Rack info [ ]Stop Refreshing

Device NAME IP Address MAC Address Hostname Firmware Uptime -

IPC1100 192.165.68.167 00:13:23:035:44: 47 Fif W1.5.641 0z:15:42

IPC1100 19Z2.165.69.99 00:13:23:03:45:63 Find W1.5.641 02:18:50

IPC1100 192.168.68.215 00:13:23:03:44:07 Fu 15,641 02:19:11

IPC1100 192.165.69.111 00:13:23:03:45:6F Fif W1.5.641 0z:15:46

IPC1100 192.165.70.70 00:13:23:03:46:46 Fif W1.5.641 02:15:48

IPC1100 192.168.69.20 00:13:23:03:45: 2B Fid 15,641 02:15:45

IPC1100 2 oo g B 1] 09

IPC1100 192.165.65.24 00:13:23:035:44:F1 Fif W1.5.641 0z:15:50

IpC1100 192.168.68.196 00:13:23:03:44:24 Fii 15,641 02:18:59

IPC1100 192.165.65.158 00:13:23:03:44:9E Fif W1.5.641 02:15:55

IPC1100 192.165.70.112 00:13:23:03:46:70 Fif W1.5.641 02:15:46

IPC1100 19Z2.168.70.58 00;13:23:03:46:354 Fuv W1.5.641 02:15:40

IPC1100 192.165.69.91 00:13:23:05:45:58 Fif W1.5.641 02:15:47

IPC1100 192.165.68.230 00:13:23:03:44:E6 Fif W1.5.641 02:158:57

IPC1100 192.168.6949 00:13:23:03:45:31 Find W1.5.641 02:18:52

IpC1100 192.168.69.177 00:13:23:03:45:B1 Fu W1.5.641 02:18:43

TPCA10N 192 1AR.7N.AT an:13:253:03:4A:57 Fuy W1 .5 A1 nz:18:41 ¥
[Filter apply Nt N/

You may find the tab title of ‘Firmware’ and it shows the FW V1.5.XXX. The last 3 digits (xxx)
mean the version of firmware. In case of example above, the firmware version of unit is K641,
which is included in the group of K6XX.

If your unit is K5XX, go to the ‘Step2. Updating K5XX.
If your unit is K6XX, skip step2 and just go to the ‘Step3.Updating K6XX.

NOTE : If the firmware version is not shown with IPAdminTool, please check the network
setting such as subnet mask or default gateway of both your PC and NVE/IPC. To configure the
IP setting of your unit, select the unit first from the list of IPAdminTool and click the ‘IP Setup’
button on the upper menu bar. Then, you can see the dialogue window as below for
configuring the IP setting.

() DHCP (®) sStatic

IpC1100 Client Netwark Information

Adapter Name:
{34EDED7C-BE33-4A4C-8872-1CC24EER3A35}
Adapter Info:  Marvell Yulon 83E8055 PCI-E
Gigabit Ethernet Controller - Packet Scheduler

IF Address

192 . 1ed , 69 , 72

Subnet Mask

255 .255 .. 0 . O

Gateway . . ] Miniport
192 . 165 a L Adapter MAC Addr: 001ag0dzedzf
DNS 168 . 1726 . 63 . 1 IP Address: 192.165,110.234
Subnet Mask:  255.255.0.0
Hostnarme Gateway: 192.165.0.1
i Setup i [ Cancel
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Step 2. Updating K5XX to K600

If it is found out that the current firmware version is K5XX, you should update the firmware to
K600 first before updating to the desired firmware.

1. Go back to the IPAdminTool and right-click on the selected unit.

2. Select the ‘Firmware Update’ menu (This menu is enabled only when the selected unit
is K5XX).

3. Then, you may see the window below. Click ‘Browse’ button and select the file ‘Kernel
16X600'from the package folder and click ‘Open’ button.

Firmware Update b__q

Selected Device ¢ |IPC1100(192 168.69.72) |

() Boot Loader  (®) Firmware []auto Search
[ DAWORK WORK WORK\NVEVNVE SDK K617 V1.8.2\BINVFIRMWARE\Firmmare Browse
S L mrm = S EANE imaaer imm e mm LAY 2 AT S MM

Ready...0% Update ] [ Close

Select files to burn

- Firrnware KB v| y ¥ £* M-

N
(| B kerneliexenn >

File narne: | F.emel G500 I Opsn

Filez of type: | [AGE File » | ance

[ ] Open as read-only

4. Then, you can see the window below again and click the ‘Update’ button as below.
Firmware Update b__<|

Selected Device 1 |IPC1100(192 168.69.72) |

() Boot Loader (¥ Firmware [ auto search

| are Browse

[ Close ]

| CAWORK WORK WORKANYENNWVE SO KA1T V1.8, 2NBINYFIR MW A

FEMM L mrm a4 S E AT imaine imm = m e LW D AT

Ready...0%
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5. The progress bar will show you the status of updating. If it'’s completed by 100%, the
system will ask you if you would like to restart the system. Click ‘Yes’ and it will restarts
automatically.

NOTE : Do not turn off the system until you see the message below.

IPAdminTool

] Would you like to restart the system ko apply the new settings?
) (The new settings will not be applied until the system restarts, )

[ Ves ] [ Mo

6. Now, you can check out the changed firmware (K600) by IPAdminTool as you did in
Step 1.Checking current version.

Once you have completed to update your firmware to the K600 which is interim file, now

you can go to the Step 3. Updating K6XX to the higher.

NOTE : If you have encountered any error message while updating, refer to the ‘Appendix 2 :
Error Messages’ and try to update the firmware again.
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Step 3. Updating K6XX to the higher

NOTE : If you’re handing multiple devices and want to update all of them at once,
refer to the ‘Appendix2. Updating multiple devices’ of this manual.

If it is found that the current firmware version is K6XX (such as K600, K617, K633 or higher),
you’re allowed to move to the next step.

1. Go back to the list page of IPAdminTool and click on the device name you want to
update. Then, The selected unit will turn into blue color
2. Right-Click on the device name and select the ‘Protect Update’ menu.

B IPAdminTool Ver2.0.8 [=[E3]
Fle Setup System Mode

[ 1P Setup ] [Firmwara Update] [ Reboot ] | [ Device Info I | [ Refresh ]
Selected Device ! |IP63100(192.168.21.7?) | FlBisplav R Ak | R e i

Device MAME - IP Address

MAC Address Hostname Firmware Uptime
IPC3100 92.168.21.77 ' 33 A )

00 115:4D

63

‘eh view
Reboot

Protect update

1P Address
‘Web Root
Host Mame

Firmware update
Web update
Ocx update

Device info

[HFilter [21.77 [[ apply | cnt 1

3. Then, you may see the window below. Click the ‘Browse’ button.

Protect file update %

Selected Device : [IPC3100(192.168.21.77) | /\
| ( | [Browse] >
Information Package information \
Type | | Type attribute | Wersion
attribute | |
Wersion | |
Company | |
[JFarce update

00A.00 UDP Technology Ltd. 7



NVE/IPC series

Guidance for firmware update

4. Select the firmware file (*.pkg) you want to upload from the package folder and click

‘Open’ button.

Select file

Laok int | £ FIRMWARE [PACKAGE) KE41.11710 v | 3 (FF 1 * [E-

a1t

FIRMWARE-KE41, 11710, wrp-CAP. pkg

>

—

File name:

| FIRMWARE-KE41.11710.mp-CAP. pkg

[ Open

Files of type: | Protected Filef" enc.” pkal

" | Cancel

[ ] Open as read-only

5. Then, you can find the version information is shown in the package information
section (FRM, OCX, and WEB). Click ‘Update’ button as below.

Protect file update
Selected Device : |IPC31DD(192.168.21.??)
|D:\SUN\New SDKNMVE SeriesiBINSFIRMWARE(PACKAGE) K641,117104FIRMWARE-KE41.11710.wrp-CAP .pkg | [ Browse ]

Infarmation Package informatian
Type |PI<GU | Type attribute | Version

. FRMO ENCR 641.11710
Atiribute  [ENCR | ocKo ENCR 1.10.5.26

. WERD EMCR z2.6.0
version (64111710 |
Company |Cp'p |

Initialize configuration
=i =
Ready... Update

Force update

V

6. The progress bar will show you status of updating. If it's completed by 100%, the
system will ask you if you would like to restart the system. Click ‘Yes’ and it will restarts

automatically

NOTE : Do not turn off the system until you see the message below.

IPAdminTool x

‘hould waou like to restart the system to apply the new settings?
(The new settings will nok be applied until the system restarks,)

N

Yes

l[ Mo

00A.00
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7. Wait for a minute while the unit gets restarted and check out the updated firmware
version by IPAdminTool as you did in Step 1.Checking current version

NOTE : If you have encountered any error message while updating, refer to the last section of
this manual ‘Error Messages’ and try to update the firmware again.
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Appendix 1: UPDATING MULTIPLE DEVICES

IPAdminTool provides the ‘Multi devices update’ feature for your convenience when you need
to update the multiple devices with the same firmware at once. Please follow the steps below.

3 02 ~
File Option Setup Syfftem
[ IP Setup ] [ Pratect uf Rebopt | [ Device Info ] | [ Refresh ] Fath ]
=} v MUk
Selected Device EIF@L'\W“‘J'M)' 1 | 2 [l Display Rack info ] Stop Refreshing
Device NAME = W MAC Address Hostname Firmware Uptirne f\i

I:‘ MWELOD o 60,51 00:13:23:03:3C1F Fi W1.5.641,11710 00,06:27

I:‘ MWELOD 192.165.60.221 00:13:23:03:3C:00 Fi W1.5.641.11710 00,06:24

I:‘ MWELOD 192.165.60.87 00:13:23:03:3C:57 Fi W1.5.641.11710 00,06:24

MWELOD 192.165.60.171 00:13:23:03:3C: 4B Fid W1.5.641.11710 00,06:25

MWELOD 192.165.59.251 00:13:23:03:3B:FB Fid W1.5.641.11710 00,06:27

MWELOD 192.165.51.54 00:13:23:03:33:36 Fi W1.5.641.11710 00,06:39

MWELOD 192.165.59.253 00:13:23:03:3B:FDr Fi W1.5.641.11710 00,06:31

I:‘ MWELOD 192.165.51.24 00:13:23:03:33:15 Fid W1.5.641.11710 0o,0z:00

MWELOD 192.165.60.50 00:13:23:03:3C:32 Fi W1.5.641,11710 00,06:40

MWELOD 192.165.61.10 00:13:23:03:30:04 Fi W1.5.641.11710 00,06:45

I:‘ MWELOD 192.165.59.2357 00:13:23:03:3B:ED Fi W1.5.641.11710 00,06:31

I:‘ MWELOD 192.165.61.55 00:13:23:03:30:34 Fid W1.5.641.11710 00,06:44

I:‘ MWELOD 192.165.51 .42 00:13:23:03:33:24 Fid W1.5.641.11710 00,06:27 3

M nwEL0D 192.165.51.38 00:13:23:03:33:26 Fid W1.5.641.11710 00.06:35 x
ClFilter |59.187 [[ apply | Cnt: 504  Show Al | Ccheck nll

P cl

1. Choose the [Mode — Multi] and then you might see the check boxes at the left side of
the device list. Enable the check boxes you want to update and click the Path button.
2. You can see the popup window which provides the file browsing function.

[¥] Protect update

[

|c:\

Protected File |

[

Browse ]

H{{{N

] |

Cancel

|

3. Enable the Protect update box and click the Browse button to select the file you want
to upload on your NVE device.

Note : Protect update is supported only when the firmware version of your NVE/IPC is K600 or
higher. And the uploading file type should be the *.pkg for the Protect update. If you want to
upload the OCX, Web, Firmware or Bootloader separately, enable the check box and choose
the required file (*.enc) for each of them.

4. If you have done selecting the files, click the OK button.

5. Go to the IPAdminTool.exe page and click the Burn button at the bottom.

00A.00
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6. And then you can see the popup window as below. Click the Start button and now
update status is shown. Refer to the picture below.

Note : In this example of manual, the one of NVE2000 is selected but you can choose multiple
devices for update.

Burn b__<|
Total count 1 [Force update [J auto reboot when upgrade completed
Device Mame | IP address Firrmware = Bootloader = Status
MNVEZOOO 192.168.31.246 641 31 Updating... 73%
Log Message LogClear
2008-12-01 11:00:10 - === Devices burning start ====
2008-12-01 11:00:10 - [192.168.31.246] - Device burning start
Device information
IP @ 192.168.31.246
Firrnware : Fi W1,5.641
|2008-12-Dl 11:00:11 - [192.168.31.246] - start - package upgrade[D:A\SYN\New SDKANVE Series\BINVFIRMWARE(PACKAGE) K641,117104F]
< >

7. If the uploading process is completed, the message pops up as below. Click the YES

button to reboot the device.

IPAdminTool

L] \_n. [192.16&.31.24A] ¥ou need ko press 'OK' for restarting NYE[TPC series ko apply new configuration, otherwise press 'Cancel
L3

=1~ )

8. In afew minutes, the message box below is shown and you can check out the firmware

update for multiple devices are completed.

IPAdminTool
! E all device burning finished
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Appendix 2: ERROR MESSAGES

FW version : K617 ~ K641 or higher
Applied to - Encoders and all types of cameras

Code Message
-1 Not available to access to the update server process.
-11 The specified file is not found.
-12 Restart the system and try to upload the firmware again.
-13 Failed to read the data from the file.
14 Disconnected from the device. Check out the network status or
the version compatibility between IPAdminTool and the device.
15 No response from the device. Check out the connection of the
device.
-18 Connection timed out
-22 The streaming server is not closed properly.
-23 Timed out while transmitting the data from the client PC.
-29 Unknown packets are received.
-31 Damaged file
-32 The specified file is not for ‘protected model’
-33 Unknown file type.
-34 Damaged file
-35 Damaged file
-36 The specified file is unacceptable for the device.
-37 Failed to generate the encryption data.
-38 Failed to change the VID.
-39 The file format is not supported for the device.
-40 The firmware file is not appropriate to the specified device.
-51 Failed to access to the firmware download mode.
-59 The dome firmware file is oversized.
-62 Changing VID is not allowed for the device.
-102 Changing VID is not allowed for the device.
-103 Failed to change a VID.
-147 You have tried to update the firmware without authentication.
-1042 Requires higher level access privileges.
-1043 Incorrect password
-1061 Incorrect ID
-1049 The device doesn’t support the log-in system.
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FW version : K5XX
Applied to - encoders and fixed type camera

Code Message
-3 Error in running thread
-21 Failed to access the device.
-31 The file is not found.
-32 Error while sending the header file
-33 Error in reading the data
Check the compatibility of the current firmware version and the
-34 firmware file you're trying to upload.
-35 No response from the device
-36 Failed to get the response from the device
-37 Failed to get the response from the device

FW version : K5XX
Applied to — Dome cameras

Code Message
-1 Failed to access the device
Check the compatibility of the current firmware version and the
14 firmware file you're trying to upload.
-31 Failed to access to the firmware download mode.
-32 Not available to set the flag.
-39 The dome firmware file is oversized.
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